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1. O0ume moJ10Ke HUS

Hacrosiee TlonoskeHune o 3ammre nepCOHATBHBIX JJAHHBIX B WH()OPMAaIIMOHHBIX
cuctemax nepcoHanbHbIX gaHHbIX B ['BY3 «TapOararaiickas LPb» (mamee —
[Tonosxenue) pa3paboTaHO B COOTBETCTBUU ¢ 3akoHOM Poccuiickoit @enepanuu ot 27
uonst 2006 roaa Nel52-®3 «O mnepCcoOHANbHBIX JAHHBIX», METOIMYECKUMU
pexoMeHparsiMu PCTIK Poccun u ®Ch Poccun.

[lonoxenne pazpaboTaHo B LEsIX oOecreueHus: 0€30MaCHOCTH MEPCOHATbHBIX
nanubeix (mamee — IIJIH) mpu ux o6paboTke B HMHGOPMAIMOHHBIX CHUCTEMaxX
nepcoHanbHBIX NaHHBIX [ BY3 « Tap6araraiickas LIPb» (nanee — UCITdn).

[lonoxxenue ompenenser mnopsanok padotel mnepcoHana HWCII[lH B yactu
obecneuenus 6ezonacHocTH [1/1H mpu ux 00paboTke, NOPSIAOK UCTIOIb30BAaHUS CPENICTB
3aIuThl UHpOpMaLuu, pa3paboTKy U MPUHSATUE MEP MO MPEAOTBPAILIEHUIO BO3MOKHBIX
OTNaCHBIX MOCJEICTBUI TaKMX HApYILIEHWH, MOPSAJ0K MPUOCTAHOBKU MPEI0CTABICHUS
[IIn B ciiyyae oOHapyKeHHUsI HapylIEHUH Mpu uUX 00paboTKe, MOPSAIOK OOydeHUs
nepcoHana npaktuke padoTsl B UCII/IH, mopsaok KOHTPOJsS COOMIOAEHUS YCIOBUIA
MCIIOJIb30BaHUs CPEACTB 3aIUThl HHPOPMALIUU, TPEAYCMOTPEHHBIE FKCILTyaTallMOHHOM
M TEXHUYECKON JOKyMEHTaluell, ImpaBuia OOHOBJECHUA OOIIECUCTEMHOTO U
MPUKJIAJHOTO MPOrpaMMHOTO OOecredyeHus, MpaBuja OpPraHU3aluu AHTUBUPYCHOU
3auThl ¥ napojbHou 3aimTel UCIT/IH, mopsIoKk 0XpaHbl U JOIyCKa ITOCTOP OHHUX JIUL]
B 3aIIMILAEMbIEC TOMEILECHHUS.

2. Hopsaaok npeaocTaBJIeHUS JONYVCKA moJab3oBarejei k padore B UCIIIn

Hacrosmmii nmopsimok omnpenensier aeictBusi nepconana MCIIJlH B yactu
obOecrieuenus O6e3omacHocty [/l mpu mx obpabotke B MCIIH. IlepBOoHaYanbHbIHM
TOITyCK moJib3oBareneit k padote B UCII/IH ocyIiecTBisieTcss HA OCHOBAHUU MPHUKA3a,
KOTOPBIN U31a€TCsl PYKOBOJUTEIEM MEIUIIMHCKOTO YUpexaeHus (1anee PykoBoauTens).

B mpukase onpenemnsieTcsi CucoK COTPYAHUKOB, JOTYIIEHHBIX K padote B UCT1/1H;

C uempt0  obOecrieueHHs OTBETCTBEHHOCTH 3a  BEACHHE, HOPMAJILHOE
(GYHKITMOHUPOBAHKUE U KOHTPOJIb pa0OTHI CPEJCTB 3aAIUTHI MHPOPMAITUHU U B BITIOTHEHUS
HEOOXOIMMBIX MeponpusiTuii 1o oOecnedenuto OezomacHoctd B MCIIIH
PYKOBOJIUTENIEM HA3HAYACTCS aIMUHUCTPATOP OE30MMaCHOCTH;

C uenpio coOOMOAEHUS NPUHIIMIA TEPCOHATBLHONW OTBETCTBEHHOCTH 3a CBOHU
JNENCTBUS KaXJIOMY COTPYIHUKY, nomnyimeHHoMy K padore B UCII/IH, nomkHO ObITH
COIIOCTABJICHO MEPCOHAIBHOE YHUKAIbHOE MM (y4eTHasl 3alucCh MOJIb30BaTENs), O
KOTOPBIM OH OyzieT peructpupoBaTtbecsau padotars B UCII/H.

Hcnons30Banne HeCKOIBKUMHE COTpyaHuKaMu rpu padote B CIIJIH ogHOTO M1 TOTO
YK€ MIMEHM TI0JIb30BaTeNIs 3aIPEILEHO.

CoTpyaHUKY, 3apEeTUCTPUPOBAHHOMY B KauecTBE HOBOTO mnoJibzoBarens NCII/IH,
COoO0OIIaeTcss WMl COOTBETCTBYIONIETO €My TIOJIb30BaTeIsd W MOXKET BBIIABaTHCS



NepCOHAIBHBIN UJIeHTUDUKATOP (151 padOThl B pEKMME YCUJICHHON ayTeHTU(UKALIWN)
Y HayaJbHOE 3HAYEHUE MapoJisi, KOTOPOE OH 0053aH CMEHUTH MIPU MEPBOM K€ BXOJE B
CUCTEMY.

3. Hopssaok padorsl noab3oBareeii UCIT/IH B yacT o0ecneyeHus 0e30MaACHOCTH
I11a npu ux oopadoTke B UCIL/IH

[lonb30BaTeslb UMEET MpPaBO B OTBEACHHOE €My BpEMs pellarb MOCTaBICHHBIE
3a71a41 B COOTBETCTBUHU C IMOJHOMOYUAMU JocTymna kK pecypcam UCIIIH.

[losb30BaTelb HECET OTBETCTBEHHOCTh 3a MPAaBUIBHOCTh BKIIOYCHHS U
BBIKITIOUEHUS CpeACcTB BhlunciuTenbHON TexHuku (CBT), Bxoma B cucteMy U Bce
neiictBus npu padote B UCIT1H;

[lepen nauanom padotsl B MICIIJIH, cCOTpyAHUKU ydpexKaeHUs, JOMYIEHHbIE K
pabore c¢ II/IlH, npuHUMAIOT TOJ POCHHUCHL 00A3aTENbCTBO O HEpa3TJAIICHUU
MEPCOHAIBHBIX JaHHBIX;

Bxoa monb3oBarens B CUCTEMY JOJDKEH OCYILIECTBISITHCS MO BBIJABAEMOMY E€MY
ANIEKTPOHHOMY HJICHTU(UKATOPY U 0 MEPCOHATHLHOMY MapOJIIO;

3amchy uHbopMmarmu, coaepxarmeil [1/[H, momkHA OCYIIECTBISATHCS TOJBLKO Ha
MaIMHHbBIE HOCUTENN HH(POpMaIIK, COOTBETCTBYIOIIMM 00pa3oM yuTeHHbIC B JKypHaie
y4eTa HOCUTENIEHN MepCOHAbHBIX TaHHBIX.

OtBeTcTBeHHBIM 3a BeneHue JKypHama ydera SBISETCS aIMUHHCTPATOp
0e3011aCHOCTH;

[Ipu paboTe co ChbeMHBIMU MAIIMHHBIMU HOCUTEIISIMU HH(GOPMAITUH TI0JIb30BATEN b
KXIbIN pa3 nepea HadanoM paboThl 00513aH MPOBEPUTH X HA OTCYTCTBUE BUPYCOB C
UCIIOJb30BAaHUEM  INTATHBIX  AHTUBHPYCHBIX MpOrpamMM, YCTAHOBJEHHBIX Ha
komnerotepax UCII/IH.

B ciydae oOHapykeHHsI BUPYCOB TOJIb30BaTeb 0053aH HEMEIJICHHO TTPEKPaTUTh
WX WCIIOJh30BaHWEC M JICUCTBOBATb B COOTBETCTBUU C TPEOOBAHHMSIMHU JAHHOTO
[lonoxeHus;

Kaxnpiii cOTpyaHMK, y4acTBYIOUMM B paMKaX CBOHMX (PYHKIMOHATbHBIX
00513aHHOCTEH B IPOIIECCax aBTOMATU3UPOBaHHO U 00paboTku [1/]H 1 umeronmii 1ocTym
K alrmapaTHBIM CpeACcTBaM, mporpaMmMHoMy obectieueHuio u gaHasiM VCII/IH, Hecer
MEePCOHATLHYIO OTBETCTBEHHOCTD 34 CBOM JACHCTBHS U 00s3aH:

e CTpOro coOOJIO/IaTh YCTAHOBJICHHBIC IIpaBWia oOecrHeueHus Oe30MacHOCTH
uHpopMaluu npu padoTe ¢ IporpaMMHBIMU U TexHudeckumu cpeactsamu UCII/IH;

e 3HaTh W CTPOTO BBIMOJHATH MpaBWia pPabOThl CO CPEIACTBAMU 3allUTHI
nH(popMaIuK, yCTaHOBJIEHHbIMU Ha KoMiibtoTepax UCII/Ix;

e XpaHUTH B TailHe CBOM MapoJb (apoJsn);



e XPAaHUTb YCTAHOBJICHHBIM IIOPAAKOM CBOC HWHAWBUAYAJIBHOC YCTpOﬁCTBO
I/II[CHTI/I(I)I/IKaI_[I/II/I (KJ'II-O‘-I) " JPpYIruc pCKBU3HUThHI B HCAJOCTYITHOM AJIA ITIOCTOPOHHHUX MCCTC,

e BBINOJHATH TPEOOBAHUS AaHTUBUPYCHOM 3aIIMTHI B MOJTHOM 00bEME.

HemenneHHo u3BeCTUTh aIMUHUCTpaTopa HWH(GOPMALMOHHOW 0€30MacHOCTH B
Cly4yac yTepu HWHAUBUAYAIBHOTO YCTPOMCTBAa MJECHTU(UKAUUU (KIH0Ya) WIM IpH
110/103PEHUH KOMITPOMETAIIUH JIMYHBIX KII0Uel U IapoJiel, a Takke Npyu OOHapYKEHUU:

e (hakTOB COBEpIIEHHUS MTOMBITOK HECAHKIIMOHUPOBAHHOTO aocTyna (ganee - HCJI)
Kk UCII/H;

e HECAHKIIMOHUPOBAHHBIX M3MEHEHHM B KOHQPUIypallud TPOTPAMMHBIX WU
anmaparsbix cpeacts UCIIH;

e HEKOPPEKTHOTO (YHKIIMOHHUPOBAHUS YCTAHOBJIEHHBIX HA KOMIIBIOTEPHI
TEXHUYECKUX CPEJICTB 3alUTHI;

e HEMPETYCMOTPEHHBIX OTBOIOB KabeeH U Mo AKIFOYSHHBIX YCTPOMCTB.
IHob30BaTe IO KATETOPUYECKH 3ANPEIIACTCH:

- MCTIOJIb30BaTh KOMIIOHEHTHI TPOTPAMMHOTI0 M anmaparHoro obecneuenus [[9BM
B HECJTY’KEOHBIX LENAX;

- CaMOBOJIbHO BHOCHUTh  Kakue-IMOO H3MEHEHHs B  KOH(UIypaluro
annapatHonporpamMHubix cpeacts MCII/IH nnm ycTaHaBIMBaTh JOMOJIHUTEIBHO JTIOObIE
nporpamMMHbI€ U ariapaTHble CPEACTBA, HE IPEIyCMOTPEHHbIE apXUBOM AUCTPUOYTUBOB
YCTaHOBJIEHHOTO MTPOTPAMMHOTO 00eCTIeYEHHUS;

- OCYIIECTBIATH 00paboTKy I1/{H B IprCyTCTBUU NOCTOPOHHUX (HE TOIMYIIEHHBIX K
JaHHOU MH(pOPMAIIH ) JIULL;

- 3anuchiBaTh W XpaHuTh [IJlH Ha HEYYTEHHBIX MAIIMHHBIX HOCHUTENSIX
uH(popMaIuy;

- OCTaBJISITh BKJIIOUEHHBIM 0€3 IPUCMOTpa KOMITbIOTEP, HE aKTUBU3UPOBAB CPE/ICTBA
samuThl 0T HCJI (BpemMeHHyI0 OJI0KHUPOBKY 9KpaHa U KJIaBUATYPHI);

- OCTaBJIATh 0€3 JMYHOTrO MPUCMOTPA HA paboUYeM MeCTe WM rAe Obl TO HU ObLIO
CBOE [IEPCOHATILHOE YCTPOMCTBO UAEHTU(PUKAIINH, MAIIMHHBIE HOCUTENU U PacTieyaTKHy,
coaepxamue [1/1H;

- YMBIIUIEHHO HCIOJb30BaTh HEAOKYMEHTUPOBAHHBIE CBOMCTBA M OIIMOKUA B
IPOTPAMMHOM OOECTICUEHUH WM B HACTPOMKAX CPEACTB 3ALIUTHI, KOTOPHIE MOTYT
MPUBECTH K HapyIIeHNI0 koHpuaeHmanpHoctu [1/1H;

- pa3Meniath CpeAcTBa 0ToOpakeHUs UHPOpMaluu (MOHUTOP, MPUHTEP U T.II.)
TaKuM 00pa3zoM, YTOOBI C HUX CYIIECTBOBAJIA BO3MOKHOCTh BU3YAITbHOTO CUUTHIBAHUS
nH(pOpPMaIUH TOCTOPOHHUMH JIMIIAMHU.



4. Iopaaok pe3epBUPOBAHNA 1 BOCCTAHOBJCHHUS PA00OTOCIIOCOOHOCTH
TeXHUYECKHX CPEACTB, MPOrPAMMHOI0 00ecnedYeHus, 0a3 TaHHbIX, 32 IMIIAe MO
nHbopMaAIIMH U CPEeACTB 3AIUTHLI HHpoOpMaAITUU

Hacrosimmii  mopsiAoK — OmpemensieT  OpraHW3alMi0  PE3EPBUPOBAHUS U
BOCCTAHOBJIEHUS] PaOOTOCTIOCOOHOCTH TEXHUYECKUX CPEACTB M MPOTrPaMMHOIO
obecrieueHus, 6a3 JaHHBIX U CPECTB 3AMTH MHPOPMAIIUH.

K wucnons3oBanuto, 1 cozganus pesepBHoit konuu B MCIIIH, momyckarorcs
TOJILKO 3aperucTpupoBaHHbie B XKypHase yuyera HOCUTENH.

AnMuHHCTpaTOp  MHGOPMALIMOHHOM  CHCTEMBI  00s3aH  OCYIIECTBIISTH
MIEPUOINYECKOE PE3EPBHOE KOTUPOBAHUE MEPCOHABbHBIX JAHHBIX.

[Tpu BoccTaHOBIEHUH pabOTOCTIOCOOHOCTH IPOTPAMMHOTO 00ECTIeUeHHs CHaYasa
OCYIIECTBIISIETCS pE3epPBHOE KONMPOBAHHWE 3amuInaeMoll  umHpOpMaiuu, 3aremM
MIPOU3BOAUTCS TMOJHAS JESHHCTAUIAIMS HEKOPPEKTHO pPabOTArOIIEro MpOrpaMMHOIO
obecreyeHus.

BoccTtanoBnenne mporpaMMHOro oOecTleueHusi MPOU3BOJUTCA IyTEM  €ro
WHCTAUIAINH C UCIIOJIh30BaHUEM STATOHHBIX TUCTPUOYTHUBOB.

IIpu pabote Ha kommbrotepax UCII/IH pexkomMeHayeTcss HCII0JIb30BATh UCTOYHUKA
OecrniepeOOMHOTO MUTAaHUS, C IEJbI0 MPEAOTBPAIICHUS TMOBPEXKACHUS TEXHUYECKUX
cpencTs U(WIN) 3aluiaeMoi HHpopMaIu B pe3ysibTare cO0EB B CETH ANEKTPOIUTAHHS.

HpI/I BOCCTaHOBJICHHUU pa6OTOCHOCO6HOCTI/I CPpCaCTB 3aIlNThI HH(I)OpMaL[HI/I cJIeayecr
BBITIOJIHUTH HX HaCTPOﬁKy B COOTBCTCTBHH C Tp€6OBaHI/I$IMI/I Oe3omacHOCTH
I/IH(l)OpMaI_[I/IH, HN3JI0KCHHBIMH B TCXHUYCCKOM 3aJaHHUN HAa CO30aHUEC CUCTEMBI 3allIUTHI
MNEPCOHAIIbHBIX JaHHBIX.

BoccTanoBnenue cpeacTs 3auThl THPOPMALIMK TPOU3BOIUTCS C UCTIOJIH30BAHUEM
ATAJIOHHBIX CEPTUPUIMPOBAHHBIX JUCTPUOYTHUBOB.

[locne ycmemmod HACTPOWKH CPEACTB 3alMThl WHOOpPMAMK HE0OXO0IUMO
BBIMIOJIHUTh PE3EPBHOE KOIMPOBAHWE HACTPOEK JAHHBIX CPEACTB C IOMOIIBIO
BCTPOCHHBIX B HUX (DYHKIIMI Ha 3aperucTPUPOBAHHBIA HOCUTEIIb.

OTBETCTBEHHOCTh 3a MPOBEICHHUE PE3EPBHOTO KOMUPOBAHUS, MEPOIPHUATHH TIO
BOCCTAHOBJICHUIO PAa0OTOCTIOCOOHOCTH TEXHUYECKUX CPEACTB, MEPOIPHUSITHH IO
BOCCTAHOBJICHUIO CPEACTB 3aIUTHl MH(DOpPMAIMKA BO3JIAraeTcsl Ha aJMHHHCTpaTropa
nH()OPMAMOHHOM CHCTEMBI.

5. Hopsiaok oo0vueHus nepconag a npakTuke paoorsl B UCII/IH B yacTn
o0ecneueHus 0€30MACHOCTH NePCOHAIBHBIX TAHHBIX

Ilepen nauanom pabGotel B UCIIJIH mosb3oBaTeny JODKHBI O3HAKOMHUTBCS C
TpeboBaHusgMU HacTosIEero [1o105KeH s 1101 POCTIUCH;



[lonp3oBaTeny AOJDKHBI MPOJEMOHCTPUPOBATh aAMUHUCTPATOPY OE30MacHOCTH
HaJIMYKe HEOOXOJUMBIX 3HAHUW M YMEHUH JJIsl BBITIOJHEHUS TPEOOBaHUM HACTOSIIErO
[Honoxenus;

OTBETCTBEHHBIM 32 OPTaHU3AINI0 00YUEHUS U OKa3aHUE METOJUYECKON TOMOIIH B
YUPEXKACHUHU SIBIISIETCS aAMUHUCTPATOP O€30MaCHOCTH;

6. IIpaBHJIa AaHTUBUPYCHOM 31N ThHI

Hacrosimue npaBuiia onpenensitoT TpeOoBaHUs K OpraHU3alldy 3alluThl 00BhEKTa
NCIT/IH oT pa3pyliaroiiero Bo31eiMCTBUS BPEIOHOCHOTO MTPOrPaMMHOTO 0OecTieueHus,
KOMIBIOTEPHBIX BHUPYCOB U YCTaHABJIMBACT OTBETCTBEHHOCTh PYKOBOJUTEIS U
COTPYAHHUKOB, SKCIUTyaTUPYIOIIMX M COMPOBOXKIAIOIIMX KOMIBIOTEPHl B COCTaBe
NCIIIH, 3a uX BBITIOJIHEHUE.

K wucnosip30BaHui0 Ha KOMIIBIOTEpPAX JOIMYCKAKOTCA TOJIBKO JIMIEH3MOHHBIC
AHTUBUPYCHBIE CPENICTBA;

YcraHOBKAa M HayaibHas HACTPOMKa CPEACTB AHTUBUPYCHOTO KOHTPOJIA Ha
KOMITbIOTEPAX OCYIIECTBISETCS AAMUHUCTPATOPOM HHPOPMAIIMOHHOU CUCTEMBI;

AnmuHuCTparop WHGOPMAIMOHHOW CHCTEMBI OCYIIECTBISIET TEPHUOIUYECKOE
0OHOBJICHHE aHTUBUPYCHBIX CPEACTB U KOHTPOJIb X pab0TOCTIOCOOHOCTH;

SApabik (cchuIKa) A7 3aIyCKa aHTUBUPYCHOM MTPOTPaMMBbl JOJKEH ObITh TOCTYIIEH
BCEM I10J1b30BaTEIIM UHPOPMALIMOHHON CUCTEMBI;

E)K@HCI[GJ'H)HO B Ha4daJi€ pa6OTBI, IMOCJIC 3aIrpy3K1U KOMITBIOTCPA B ABTOMATUYICCKOM

peXKUME JOJDKEH MPOBOJAUTHCS AHTUBUPYCHBIM KOHTPOJbL BCEX AUCKOB M (pailjioB
KOMIIbIOTEPOB;

OO0s3aTeIbHOMY AHTHBHPYCHOMY KOHTPOJIIO TIOJUICKHUT Jro0as uHOOpMarys
(TekcToBBIe (haiiipl JFOOBIX (hopMaToB, (ailyibl JTaHHBIX, HCTIOJHSICMbIC (hailibl),
nHGOPMAITUI Ha ChEMHBIX HOCUTEISIX (MarHUTHBIX JUCKaX, JieHTax, CD-ROM u T1.11.).

Kontpous ucxopasieit nuHpopmaun He0OX0UMO MPOBOJAUTH HEMOCPEICTBEHHO
nepel apXMBUPOBAHUEM U OTIIPABKOM (3aMUCHIO HA ChEMHBIN HOCUTEID );

@ailsibl, NOMEIIAEMBIE B JIEKTPOHHBIM apXUB HA MAarHUTHBIX HOCUTENSX, JOJDKHBI
B 00513aTEIbHOM MOPSJIKE MPOXOUTH AHTUBUPYCHBI KOHTPOJIb;

YcranaBnuBaeMoe (M3MEHsIEMOE) MPOTrpaMMHOE OO0ECTeUYeHHE JOJDKHO OBITh
MpeaBapUTEIHHO MPOBEPEHO HA OTCYTCTBHE BUPYCOB.

HenmocpencTBeHHO mociie YyCTaHOBKH (M3MEHEHHS) MPOTPaAMMHOTO OOecredeHusI
KOMITbIOTEPA, aJIMHHHUCTPATOpPOM O€30MacHOCTH JOJDKHAa  OBITh  BBITIOJHEHA
antuBupycHas nposepka UCIIIH;

Ha xoMmbroTepbl MOJb30BaTECH 3ampemacTcsi YCTaHOBKA IPOTPAMMHOTO
obecrieueHrss, HE CBSA3aHHOTO C BBITIOJHEHHEM (DYHKIMH, TPETyCMOTPEHHBIX
TEXHOJIOTUYECKUM MPOIECCOM 00paboTKU HHGOPMAITIH;



[Ipy BO3HUKHOBEHHMM TMOJO3PEHHUS HA HAJIUYHWE KOMIBIOTEPHOTO BHpYca
(HetunuuHasg padboTa Mporpamm, MOSIBICHUE TpapUUEeCKUX U 3BYKOBBIX 3(PQEKTOB,
MCKa)XEHUH JaHHBIX, TponajaHue (aillioB, 4aCTOE MOABJICHUE COOOLICHUN O CUCTEMHBIX
OIIMOKaxX M T.II.) MOJIb30BaTelIb CAMOCTOSITENILHO (WM BMECTE C aJMHUHUCTPATOPOM
MH(OPMAIMOHHOM CHUCTEMBI) JOJDKEH TMPOBECTH BHEOYEPETHOW aHTHUBHUPYCHBIN
KOHTPOJIb KOMIIBIOTEPA.

B ciiyuae oOHapyxeHUs Npu MPOBEACHUM aHTUBUPYCHOM MPOBEPKHU 3apaKEHHBIX
KOMITbIOTEPHBIMU BUPYCaMU (ailyioB MoIb30BaTelb 00SI3aH:

e MPUOCTAaHOBUTH 00padoTKy AaHHBIX B ICII/IH;

e HEMEIJICHHO IOCTaBUTh B M3BECTHOCTHh O (pakTe OOHAPYXKEHUS 3apaKeHHBIX
BUpycOM (aiijioB MH(OOPMAIIMOHHON CHCTEMBI, a TAaKXK€ CMEXHbIC IOJIpa3JIeieHus,
UCIIOJIB3YIOIIME 3TH (pailiibl B padoTe;

e COBMECTHO C BJAJENIbLEM 3apAXEHHbIX BUPYCOM (aiijIOB NMPOBECTH AHAIM3
BO3MO>KHOCTH, JaIbHENIIEr0 UX UCTIOJIb30BaHU;

e IPOBECTH JICUCHUE WJIM YHUUTOKEHHUE 3apaKEHHBIX (ailsioB.

OTBETCTBEHHOCTh 3a OpraHu3anuio aHtuBupycHoro koHtpois B HCII[IH B

COOTBETCTBMM C TpeOoBaHuMsIMU HacTosimero IlosoxkeHuss Bo3jaraercs Ha
aIMUHHUCTPATOpa MHPOPMAIMOHHO M CUCTEMBI,

OTBETCTBEHHOCTh 3a NPOBEICHUE MEPONPUATUN AHTHUBUPYCHOM 3alUTHl B
koHkpetHoi UCII/IH u cobmoaenue TpedoBanuii HacTosiero [losoxenus Bo3naraercs
Ha aJMHUHUCTpaTopa HMH(DOPMALMOHHON CUCTEMBI M BCEX IOJIb30BATENICH JaHHON

NCII .

7. TIpaBujia napoJabLHO M 3aIUTHI

JlaHHbIe TpaBUJIa PErVIAMEHTUPYIOT OPraHU3alMOHHO -TEXHUYECKUE MEP ONPUSITHS
1o 00ecIeyeHuIO MPOIIECCOB I'eHEPallii, CMEHBI U MPEKPAIICHUs JEHCTBUS MapoJe B
NCTI/IH, a Takke KOHTPOJIb ICHCTBUM MTOJIb30BaTEICH IPH paboTe ¢ apOJSIMHU.

Opranm3aiimoHHOE W TEXHMYECKOE O0OECIeYeHne TMPOIECCOB TEHEpaIlny,
HCTIOJIb30BaHUSA, CMEHBl U MPEKPALIECHUS ACUCTBUS IMAPOJIEW BO BCEX IMOJICUCTEMAX
NCTIx u KOHTpOJIb JEHCTBUMN MOJB30BaTeNeH P paboTe ¢ MapoJIMHU BO3J1aracTcs Ha
aIMUHHUCTPATOpa MHPOPMAIIMOHHON CUCTEMBI.

[Ipu nocTyne noJib30BaTelisi B CUCTEMY JI0JDKHA OCYIIECTBISITHCS UICHTU(DUKALMSL
Y MPOBEPKA NOJIMHHOCTH 110 UIEHTU(UKATOPY U MAPOJII0, a TAKKE C UCIIOIb30BaHUEM
AIIEKTPOHHBIX UIECHTU(UKATOPOB.

JInuHble Mapoan JODKHBI TEHEPUPOBATHCS M PACIIPEACISATHCS LIEHTPAIN30BaHHO C
YUETOM CJIEAYIOLIMX TPeOOBaHUIA:

- IapOJIb JOJDKEH OBITh IJIMHOM HE MEHEee MIeCTH OYKBEHHO -IIU(PPOBBIX CUMBOJIOB;



- CUMBOJIBI TIapoJiel 111 paboumnX CTaHIUMH, Ha KOTOPBIX YCTAHOBJICHO CPEICTBO
3amMThl MHGOPMAIMKA OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA, JOJHKHBI BBOJUTHCS B
pEXKHUME TAaTUHCKOMW PaCKIJIAJIKU KIaBUATYPHhl;

- [IapOJib HE JOJIKCH BKIIHOYATh B ce0s Jerko BBIYHCIIIEMbIE COUETAHUS CUMBOJIOB

(umena, pamumuu, HanmeHoBaHusa APM u 1.1.), a Takke OOIIETPUHATHIC COKPAITICHHS
(OBM, JIBC, USER u T.11.);

- IpY CMEHE MapoJisi HOBOE 3HAYEHUE JOJDKHO OTIMYATHCS OT MPEAbIAYIINX; -
M0JIb30BaTeNb HE UMEET MpaBa COOOIATh TMUYHBINA MAPOJIb IPYTUM JIUIAM.

[losmas TUTaHOBAsT CMEHA TMapoJield IMOJb30BaTeleld OJDKHA ITPOBOIUTHCS
PEryJsipHO, HE PEeXE OJTHOTO pa3a B TCUECHUE 3 MECSIIICB.

Ynanenue ydetHol 3anucu noJibdoBarenss MUCII/IH B ciayyae mpekpamieHus: ero
MOJIHOMOY UM (YBOJIbHEHHE, MEPEX0] Ha APYryl0 padOTy BHYTPU YUPEKIACHUS U T.I1.)
JOJDKHA TPOU3BOJUTHCA AJAMUHHCTPATOPOM OE€30MacCHOCTH HEMENJICHHO TOCJe
OKOHYAHMs TOCJIEAHEr0 ceaHca padOThl JaHHOTO IMOJb30BaTelsl C CUCTEMOM, Ha
OCHOBAHUU YKa3aHUs pYKOBOUTEIIS WM HaYaJIbHUKA OTJENA KaJIpOB.

BrennanoBast 1moJiHas CMeHa napoJied BCeX MOJIb30BATENEH JTOJDKHA IPOU3BO IUTHCS
B CJIy4ae MpeKparieHus NoJIHOMOYHi (YBOJILHEHHUE, IEPEX0/] Ha IPYTYIO padOTy BHYTPH
VYupexaenus u Apyrue o0CTosATENbLCTBA) aIMUHUCTPATOP a 0€30TTaCHOCTH.

B ciydae komnpomeraruu auaHoro naposis nosb3oBarenss UCTIIH 1omkHbI ObITh
HEMEIJICHHO MTPEANPUHSATHI MEPBI IO U3MEHEHUIO €0 MapoJisl.

Kontpons aeiicTBuil mosb3oBarened mpu padoTe ¢ HapojsiMU, COOJIOIEHHE
MOPSAJIKA UX CMEHBI, XpPaHEHHsI M MCIIOJIb30BaHUS BO3JIAracTCsl Ha aJMUHUCTPATOpA
0€30I1aCHOCTH.

8. IIpaBnj1a O0OHOBJICHMS 00IIECUCTEMHOr0 M MPUKJIATHOTO IPOrPAMMHOTIO
ob0ecnmeueHus, Texanueckoro oocayxkupaausa UCTIn

Hacrosmue npaBuna perimaMeHTUPYIOT o0ecrnedeHne 6€301macHOCTH HH(POpMaIn
IpU MPOBEICHUU OOHOBJIEHUS, MOJIU(PUKAIMKU OOIMIECUCTEMHOTO0 M MPUKIATHOTO
NPOTrPaMMHOTO OOECTICUEHUS, TEXHUUYECKOTO OOCIYy)KHBAaHUSI M TPU BO3HUKHOBEHUU
HelTaTHbIX cuTyanuii B pabote UCIIH.

[IpaBo Ha YyCTaHOBKY, OOHOBIIEHHE W MOJIM(PHUKAINIO OOIIECHCTEMHOTO U

MPUKIAHOTO TpOoTpaMMHOTO oOectieuennst kommnbiorepoB VCII/IH mpenocTtaBmsiercs
aIMUHHUCTPATOPy MHOOPMAITUOHHOM CUCTEMBI.

[IpaBo BHECEHUS U3MEHEHU B KOH(DUTYypaIIUIO allapaTHO -MPOTPaMMHBIX CPEJICTB
3aImuUThl THPOPMAITIH TIPETO0CTABISECTC AIMUHUCTPATOPY HH(GOPMAITMOHHOM CHCTEMBI.

N3menenune koHpurypanuu anmnaparHo-nporpammubix cpeacts UCIIIH kem-nmu6o,
KpOMe€ aIMUHUCTPaTOpa UHHOPMALIMOHHOM CUCTEMBI 3aIPELLEHO.

3asBKy Ha BHECEHHE HM3MEHEHUN B KOH(PHUIypalUIO armapaTrHO-MPOrPaMMHBIX
cpencTs 3amuieHHbIX padounx mecT UCTI/IH, paccMarprBaeT pyKOBOIUTEINb, BUBHPYET



ee, yTBep:K/1ast TEM CaMbIM MPOU3BOICTBEHHYIO HEOOXOMMOCTh IPOBEICHUS YKa3aHHBIX
B 3asgBke wu3MeHeHuwil. Ilocie d4ero 3asBka mepeAacTcs  aIMUHUCTPATOPy
MH(OPMAIMOHHOM CUCTEMBI JJIs1 HEMOCPEACTBEHHOI0 UCTIOJHEHHS padOT IO BHECEHUIO
M3MEHEHU B KOH(UTYpalMIO KOMIIBIOTEPA, YKa3aHHOTO B 3as1BKE.

YcranoBka un o6HoBiIeHUE noacucteM UCII/IH 10KHBI MPOBOIUTHCS B CTPOIOM
COOTBETCTBUU C TEXHOJIOTHEW MPOBEACHUSI MOAUPUKAIMI TPOTPAMMHBIX KOMILJIEKCOB
JaHHBIX TIOJcUCTeM. YcTaHOBKa M oOHOBieHue [IO (cucTeMHOro, MPHUKIAIHOTO,
TECTOBOTO W T.II.) HAa KOMIIbIOTEPAX TMPOU3BOJUTCS TOJBKO C OPHUTHHAIBHBIX
JUILIEH3MOHHBIX TUCTPUOYTUBHBIX HOCUTENEH (IMCKET, KOMIAKT JTHUCKOB U T.I.). Bce
nobasiseMble MpPOrpaMMHBIE W amnmapaTHble  KOMIIOHEHThl  JIOJDKHBI  OBITh
MpeABapUTEILHO MPOBEPEHBI HA PAOOTOCIOCOOHOCTh, @ TAKXKE OTCYTCTBUE OMACHBIX

(YHKLMIA.

[Ipy BO3HMKHOBEHHH CHUTYyallUud, TPEOYIOIIMX TMEepeaayu TEXHUYECKUX CPEICTB B
CEPBUCHBIA LEHTP C LEIbI0 PEMOHTA, aIMUHUCTPATOP MHOOPMAIMOHHON CHCTEMBI
00s13aH IPEANPUHATh HEOOXOJUMBIE MEPHI JJIs 3aTUPAHUS 3alIUIIaeMON HHPOpMAIINH,
KOTOpasi XpaHUJIach Ha JUCKAX KOMIIbIOTEPA.

9. Mopsimok KOHTPO.JIsA 00ecneueHus 321 Thl vHbopManuu B UCIIIH u
npuocTaHoBKHY npeaocrapjaenus [IJIH B ciayyae o0HAPYKe HUS HAPVIIIC HU I

MOPAJAKA UX NPEA0CTABJICHUSA.

Konrpons 3aumrel uapopmanuu B VCII[IH - KOMIUIEKC OpraHuM3allMOHHBIX U
TEXHUYECKUX MEPONPUATHI, KOTOPHIE OPTaHU3YIOTCS U OCYILECTBISIIOTCA B LEIAX
OpEeyNpeKICHUST U MPECEYEHUs] BO3MOYKHOCTH MOJIyYEHUSI MOCTOPOHHUMU JIHMIIAMHU
OXpaHSEeMbIX CBEJCHUH, BBISBICHUS W NPEIOTBPALICHUS YTEYKH HHPOPMAIMH TIO
TEXHUYECKUM  KaHalaM,  MCKIIOYEHUS  WIM  CYIIECTBEHHOI'O  3aTpYAHEHHS
HECAHKIIMOHUPOBAHHOT'O JOCTyINa K MH()OpPMAIMU, XUIIEHUS TEXHUYECKUX CPEICTB U
HOcuTeNed MHPOpPMAIMH, MPEAOTBPAIICHUS CIEHUAIBHBIX MPOrPAMMHO -TEXHUYECKUX
BO3/ICUCTBUM, BBI3BIBAIOIIMX HAPYILICHUE XapaKTEPUCTHK 0e30MacHOCTH MH(GOPM aluu
M paboTOCTIOCOOHOCTH CUCTEM HH(OPMATH3AITUH.

OCHOBHBIMU 3aJla4aMi KOHTPOJIA ABJIAIOTCA:

e MIPOBEPKA OPraHU3aIMH BBITIOJHEHUS] MEPOIPHUATUN MO 3alUTe UHPOPMALIUK B
yUpexJAeHUH, ydeTa TpeOOoBaHMW MO 3aumre HHOpManuu B pa3padaThIBaEMbIX
IJIAHOBBIX M pacTIOPSIAUTENbHBIX JOKYMEHTAX;

e BBISIBJICHUE JIeMacKUPYIOMMX pu3HakoB 00bekToB UCTI/IH;

e YTOUHEHHE 30H TMepexBara oOpabaThiBaeMOW Ha O0O0BEKTaX HH(OpPMAIINH,
BO3MOYKHBIX KaHAJIOB YT€UKH MH(POPMAINU, HECAHKIIMOHUPOBAHHOTO IOCTYMa K HEH U
MIPOrPaMMHO-TEXHHYECKUX BO3ICHCTBHI Ha HH(OPMAIIHIO;

e MPOBEpPKA BBHIMIOJHEHUS YCTAHOBJIEHHBIX HOPM M TpeOOBaHUI TO 3aluTe
uHPOpMALIMU OT YTEYKH IO TEXHUYECKUM KaHalaM, OIIEHKa JOCTaTOYHOCTH H
3¢ HEKTUBHOCTH MEPOTIPUATHM MO 3alUTE UH(POPMAIHH;



e TpoBepka BbINOJHEHUs  TpeOoanuit mo  3ammrte MCII[AH  or
HECAHKLIMOHUPOBAHHOI'O TI0CTYIIA;

e TpPOBEpKAa BBHIMOJHEHUS TPeOOBAaHWUN 1O  AHTUBHPYCHOW  3aluTe
ABTOMAaTU3UPOBAHHBIX CUCTEM U aBTOMATU3UPOBAHHBIX pa0OYHX MECT;

e TIpPOBEpKa 3HAHUI PaOOTHHUKOB IO BOMPOCAM 3AIUTHI MHPOPMAIMH U MX
COOTBETCTBUS TPEOOBAHUSIM YPOBHSI MOITOTOBKH JIJI1 KOHKPETHOTO pab0vero MecTa;

e ONEpPATUBHOE MPUHATHE MEP MO MPECEUCHUIO HAPYIIEHUN TpeOOoBaHUI (HOPM)
3aumthl nHGopmanuu B UCTI/IH;

e pa3paboTKa MPEAJIOKEHUN IO yCTpaHeHHUIo (0CIalbJIeHUIO) IeMacKHPYIOIIUX
MIPU3HAKOB ¥ TEXHHYECKUX KaHAJIOB YTEYKH WH(HOPMAITHH.

10. [Topssaok oxpaHbI M A0NYCKA MOCTOPOHHUX Ul B moMemeHuss UCIIn

B yupexaenun nomkHa ObITh IpeTyCcMOTpeHa (pUu3ndeckas 0XpaHa TEXHUYECKHUX
cpeacts HCIIIH (ycTpoilcTB M HocuTenel uHpopMaluu), IperycMaTpuBaroas
KOHTPOJIb JOCTYIIAa B IOMEIIEHUS] IOCTOPOHHUX JIML, HATMYNE HAJAESKHBIX MPENsATCTBUN
JUIs1 HECAaHKIIMOHUPOBAHHOTO POHUKHOBEHHS B TOMEIIEHUS Y XPAHWJIMILE HOCHUTENEH
uHpopmanmu. B nmomenieHusIX 10mKHA OBITh YCTAHOBJIEHA MOXKapHAsi CUTHATM3AIIML
CepBepHoe u kommyTtarnoHHoe obopynoBanue MCIIJIH [0KHO HAXOAUTHCS TOJ
HAJIeKHBIM 3aMKOM, B OTAEIbHOM IMOMEIICHUHA WM 3alHparomeMcs mkady, KiIod
IOJDKEH XpaHWUTbCS y aJIMHUHUCTparopa Oe30macHOCTH. BCKpbiTHE U 3aKpbITHE
MOMEIIEHUI OCYIIECTBIISIETCS COTPYAHUKAMU, PA0OTAIOIMMH B TAHHBIX TTOMEIIECHUSIX.
[Ipu 3aKpbITHM TIOMENIEHNA U CIAYEX UX TI0JI OXpaHy COTPYJIHUKH, OTBETCTBEHHBIE 32
MOMEIIECHUS TPOBEPSIOT 3aKPHITHE OKOH, BHIKIIIOUAIOT OCBEIEHHE, OBITOBBIE MPUOOPHI,
OPTTEXHUKY M TIPOBEPSIOT MPOTUBOTIOKAPHOE COCTOSTHUE MTOMEIICHUS, & TOKYMEHTHI U
HOCHUTENIM UHPOPMAIIUUA Ha KOTOPBIX COAEPIKATCA MEPCOHABLHBIE JaHHbIE, yOUparoTcs
JUIs1 XpaHEHUS B 3alMUPaEMBbIi AWK cToja Win ceid. [Ipu oOHapykeHUH OBP €K ACHUSA
3aMKOB, JBeped WM HAIUYMUS APYIHMX MPU3HAKOB, YKA3BIBAIOUIMX HA BO3MOKHOE
MPOHUKHOBEHUE B TOMEIICHHE MOCTOPOHHMX JIMII, TIOMEIIEHHUE HE BCKPBIBAETCS, a
COCTaBJISICTCS aKT, B MPUCYTCTBUM OXpaHHUKAa. O MPOUCIIECTBUM HEMEJICHHO
cOoO00IIaeTCs PYKOBOAUTENIO M(UIM) OTBETCTBEHHOMY 3a 3ammTy uHbopMmanuu. [lpu
cpabaTbIBaHWM OXPAaHHOM CUTHAIM3AUH B CITy>KEOHBIX TOMEIICHUSX B HEpabouee Bpemst
OXpaHHUK COOOIIaeT O CJIy4YMBIIEMCS OTBETCTBEHHOMY 3a TIOMEIIECHUE, WU
OTBETCTBEHHOMY 3a 3alUTy UHPOPMAILIUU, UK PYKOBO AUTENIO, WIH aIMUHUCTPATOPY
0€30IMacHOCTH.

11. 3aka04uTeIbLHBIC OJI0Ke HUSA

TpeboBanust HacTosimero IlomoskeHus oOsi3aTenbHBI I BCEX COTPYIHHKOB,
oOpabaTsIBarONMX TMEpPCOHaIbHBIC MaHHBIC. Hapymenue TpeOoBaHWN HACTOSIIETO
[lomoxenust BiaedeT 3a COOOW  JHUCIUIUIMHAPHYIO, TPaKIaHCKO -TIPABOBYIO,
aIMUHUCTPATUBHYIO WM  yrOJOBHYIO OTBETCTBEHHOCTb B COOTBETCTBHH C
3aKOHO1aTeNIbCTBOM Poccuiickon Denepannu.



[Ipunoxenue 1 k [1010KeHUIO O 3aIUTE NEPCOHAIBHBIX JaHHBIX B
UH(GOPMAIIMOHHBIX CUCTEMAaX MepcOoHaNbHbIX NaHHbIX B ' BY3 « TapOararaiickas LIPb»

OBA3ATEJIbCTBO o HepazriameHny nHPOpMAaIIH, CoaepKaIiei
NIepPCOHAIbHBIE TAHHBIC

A,

, (O.1.0. cotpynHuKa) UCTIOTHAIONMN (as1) MTOHKHOCTHBIE O0sI3aHHOCTH TI0
3aMeIaeMon JTOJDKHOCTH

, (I0JDKHOCThH, HAMMEHOBAHUE CTPYKTYPHOTO MOApa3ieTeHUs ) MPeaypexIeH
(@) o ToM, YTO Ha TIEPUOJ HCIIOJHEHUS MAOJDKHOCTHBIX OOSI3aHHOCTEH MHE OyaeT
NpPEeAOoCTaBlieH JOMYCK K TIePCOHATbHBIM JaHHBIM, oOpabarebiBaeMbiM B ['BY3
«PecmyOIMKaHCKUIT ~ MEIMIMHCKUN  MH(POPMAIMOHHO-aHAIUTUYECKAN  LIEHTP»
HacTtosmum n1o6poBobHO mpuHUMAaK0 Ha ce0s oOs3aTenscTBa: 1. He mepenaBars u He
pasrjamarb TPETbUM JMIaM HHOOPMAIUIO, COJIEPXKAIyl0 MEePCOHAIbHBIC JaHHBIE,
KOTOpas MHE JloBepeHa (Oy1eT JOBEpEHa) WIIM CTaHET U3BECTHOM B CBSI3U C UCTIOJHEHUEM
JOJDKHOCTHBIX 00s13aHHOCTEH. 2. B cilydae MOMBITKH TPETbUX JIMUI] TOJYYUTh OT MEHs
nH(pOPMaIHIO, COAEPIKAIIYIO NEPCOHANbHBIE TaHHbBIE, COOOIIATh HEMOCPEACTBEHHOMY
HavanbHUKY. 3. He ncnoiib30BaTh nH(MOpMAIUIO, COAEpKAIILYIO IEPCOHATbHBIE JAHHbIE,
C LIETbIO0 MOJy4yeHUs! BBITOJbl. 4. BhINOJHATH TpeOOBaHWS HOPMATUBHBIX MPaBOBBIX
aKTOB, PErJIAMEHTUPYIOIIMX BOMPOCHI 3aIUTHl MEPCOHAIbHBIX JaHHBIX. 5. B TeueHue
roja TMocje TMpeKpalleHus IpaBa Ha JONYCK K HHQOpMalUU, COJeprKallei
NEPCOHAILHBIE JaHHbIE, HE pa3IJlallaTh U HE MepelaBaTh TPETbUM JIMLAM U3BECTHYHO
MHE MH()OpMALIHIO, COAEPKALLYIO IEPCOHATBHBIE JaHHbIE. S MPEayNPEXIEH (a) O TOM,
YTO B Cllydyae HapylleHUs JaHHOro oOs3arenbcTBa Oyay mpuBIECYeH (a) K
JUCUUIUTMHAPHOM OTBETCTBEHHOCTH W/WIIM MHOW OTBETCTBEHHOCTH B COOTBETCTBUHM C
3aKOHOaTenbCTBOM Poccuiickoit Penepanuu.
(pammmmst, mHUITHAITET) (TTOITHCH ) « » 2013 r.




